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METHOD AND SYSTEM FOR AVOIDING BAD FREQUENCY SUBSETS 
IN A FREQUENCY HOPPING CORDLESS TELEPHONE SYSTEM 



CROSS REFERENCE TO RELATED APPLICATIONS 

This application is related to U.S. Patent 
Application Serial No. : | U5/5^^? , entitled "Method and 
System for Table Implemented Frequency Selection in a 
Frequency Hopping Cordless Telephone System", pending; 
and U.S. Patent Application Serial No. : jll^.^t^ , 
entitled "Method and System for Shifting Frequency 
Subsets to Avoid Base Station Interference in a Frequency 
Hopping Cordless Telephone System", pending, the 
disclosures of which are incorporated herein by 
reference . 

TECHNICAL FIELD OF THE INVENTION 

The present invention relates in general to the 
field of cordless communication systems and, more 
particularly, to a method and system for avoiding bad 
frequency subsets in a frequency hopping cordless 
telephone system. 
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BACKGROUND OF THE INVENTION 

Cordless or wireless communications systems are 
widely used to provide users with mobile communications. 

In general, the term cordless can refer to any form of 
air wave transmission using a set of radio frequencies. 
Conventional implementations of cordless systems, for 
example, include both public cordless systems and in- 
building cordless systems. In public systems, there are 
numerous service providers that allow users to make and 
receive calls virtually anywhere within a service area. 
Such service providers offer solutions based on a number 
of different technologies and standards. Typically, the 
service providers have purchased a license from the 
federal government (i.e., Federal Communications 
Commission) to use a specific portion of the radio 
spectrum within specific markets. 

In contrast to public systems, in-building cordless 
systems can avoid the costs of radio spectrum licenses by 
using unlicensed radio frequencies. In-building systems 
typically have a common configuration or topography in 
that there is a radio exchange that is adjunct to or 
integrated with a private branch exchange (PBX) . Base 
stations (or fixed parts) are equipped with radio 
antennas that connect to the radio exchange. The base 
stations also transmit radio signals to and receive radio 
signals from cordless handsets (portable parts) within a 
limited range. 

With respect to unlicensed radio frequencies, 
cordless systems often use the ISM (Industrial, 
Scientific and Medical) band. In the United States, ISM 
based devices are regulated by and must follow Federal 
Communications Commission (FCC) guidelines. In general, 
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FCC guidelines implement restrictions on the use of 

frequencies within the ISM band. For example, devices 

are allowed to communicate at a particular frequency only 

with a defined bandwidth for a defined period of time and 

with a defined signal power level. Since the ISM band is 

unlicensed, it is used by many vendors for various types 

of cordless devices (e.g., medical monitoring devices, <*■. 

wireless LANs, printers, speakers, security systems and 

in-building cordless systems) . Consequently, radio k 

frequency (RF) interference can be a significant problem 

with using the ISM band. 

For a cordless telephone system using the ISM band, 
the FCC restrictions produce a need to implement a 
frequency hopping scheme to ensure that the cordless 
system does not violate restrictions on the use of 
frequencies within the ISM band. Frequency hopping can 
achieve this by allowing base stations and handsets to 
move in sync from frequency to frequency in the time 
domain. Further, when implementing such a frequency 
hopping scheme, there is a need to implement a scheme for 
avoiding bad channels or frequencies due to RF 
interference and other problems. 
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SUMMARY OF THE INVENTION 

In accordance with the present invention, a method 
and system for avoiding bad frequencies in a frequency 
hopping cordless telephone system are disclosed that 
provide advantages over conventional cordless telephone 
systems. 

According to one aspect of the present invention, a 
base station communicates with handsets using frequencies 
selected from active frequency subsets. Bad frequency 
subsets are avoided by monitoring the air interface 
between the base station and handsets for errors in 
active frequency subsets. Errors in each active 
frequency subset are counted during a short-term interval 
using an associated short-term error counter and during a 
long-term interval using an associated long-term error 
counter. After each short-term interval, it is evaluated 
whether any of the short-term error counters has a value 
that is greater than a defined threshold. After each 
long-term interval, it is evaluated whether any of the 
long-term error counters has a value greater than the 
error count for a blocked frequency subset. A blocked 
frequency subset is then substituted for an active 
frequency subset if an associated short-term error 
counter is greater than the defined threshold or if a 
long-term error counter is greater than the error count 
for a blocked frequency subset. 

A technical advantage of the present invention is 
the ability automatically to block bad frequency subsets 
and to adapt to changing interference by substituting 
blocked subsets for active frequency subsets. 



Other technical advantages should be apparent to one 
of ordinary skill in the art in view of the 
specification, drawings and claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete understanding of the present 
invention and advantages thereof may be acquired by 
referring to the following description taken in 
conjunction with the accompanying drawings, in which like 
reference numbers indicate like features, and wherein: 

FIGURE 1 is a block diagram of one embodiment of a 
frequency hopping cordless telephone system; 

FIGURE 2 is a block diagram of one embodiment of 
frame frequencies for a frequency hopping cordless 
telephone system; 

FIGURE 3 is a diagram of one embodiment of 
subdividing the ISM band for a frequency hopping cordless 
telephone system; 

FIGURE 4 is a state diagram of one embodiment of a 
method for avoiding bad frequency subsets in a frequency 
hopping cordless telephone system; 

FIGURE 5 is a diagram of one embodiment of shifting 
frequencies to avoid base station interference in a 
frequency hopping cordless telephone system; and 

FIGURE 6 is a state diagram of one embodiment of a 
method for shifting frequencies to avoid base station 
interference in a frequency hopping cordless telephone 
system. 



DETAILED DESCRIPTION OF THE INVENTION 

FIGURE 1 is a block diagram of one embodiment of a 
frequency hopping cordless telephone system, indicated 
generally at 10. System 10 comprises one or more base 
stations 12, each which can also be referred to as a 
fixed part (FP) . Each base station 12 can support 
communication with a plurality of handsets 14 and 
handsets 16 using radio frequencies. The interface 
between base station 12 and handsets 14 and 16 can be 
referred to as the air interface. Handsets 14 and 
handsets 16 can also be referred to as portable parts 
(PP) . 

In operation, base station 12 can support a defined 
total number of handsets 14 and 16. For example, in one 
implementation, base station 12 can support a total of 
eight handsets, either idle locked or active locked. Of 
the total number of handsets, a given number "M" can be 
active locked handsets 16. For example, base station 12 
could support up to four active locked handsets 16 from 
the eight total handsets. Of the remaining handsets, 
base station 12 can support a given number "N" of idle 
locked handsets 14. For example, »N" can be less than or 
equal to the difference between the total number of 
supported handsets (e.g., 8) and the number "M" of active 
locked handsets 16 (e.g., 0-4). Idle locked handsets 14 
are handsets that are currently inactive but are in 
contact with and in sync with base station 12. 

Base station 12 can communicate with handsets 14 and 
handsets 16 using a time division multiplexed (TDM) 
frame-based communication protocol. For example, each 
frame can be ten milliseconds (10 ms) in duration and can 
include transmit and receive channels for communication 
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and control data. One protocol used with digital 
cordless telephone systems is the Digital Enhanced 
Cordless Telecommunications (DECT) protocol , which is the 
pan-European standard for digital cordless systems and 
supports up to six locked handsets 16 (i.e., M=6) . There 
are, of course, other protocols used for communicating 
across the air interface between base station 12 and 
handsets 14 and handsets 16. For example, the DECT 
protocol can be modified to support up to four locked 
handsets 16 (i.e., M=4), each with enhanced communication 
features due to higher data rates. 

In the embodiment of FIGURE 1, system 10 uses an ISM 
band of radio frequencies for supporting communication 
between base station 12 and handsets 14 and 16. For 
example, system 10 can use the ISM band extending from 
2.4 GHz to 2.4835 GHz. An advantage of using the ISM 
band is that it is unlicensed and does not require a 
license fee for use. However, in order to operate within 
FCC or other government regulations, system 10 implements 
a frequency hopping scheme. This allows system 10 to 
support robust cordless communications in the ISM band 
while operating within regulation guidelines. Under the 
frequency hopping scheme, base station 12 and handsets 14 
and 16 move in the time domain from frequency to 
frequency. Because of the changing frequency, handsets 
14 and 16 are initially in an unlocked state when 
entering an area serviced by base station 12. Handsets 
14 and 16 can then "listen" at a specific radio frequency 
to attempt to lock on to base station 12. When base 
station 12 hops to that frequency specific frequency, 
handsets 14 and 16 can identify and receive control data 
transmitted by base station 12. This allows handsets 14 



and 16 to lock with base station 12 and sync with the 
frequency hopping scheme. 

FIGURE 2 is a block diagram of one embodiment of 
frame frequencies for a frequency hopping cordless 
telephone system. As shown, a frame structure, indicated 
generally at 20, comprises a plurality of frames 22 each 
having a frame length 24. Each frame 22 follows 
immediately after the previous frame 22 in the time 
domain. In the embodiment of FIGURE 2, a different 
frequency (F x , F 2 , F 3 . . . F„, F N+1 , ...) is associated with 
each frame 22 and is used during that frame 22 for 
communication across the air interface between base 
station 12 and handsets 14 and 16. This change from 
frequency to frequency is handled by the frequency 
hopping scheme implemented by base station 12 and 
handsets 14 and 16. During the duration of a given frame 
22, base station 12 and handsets 14 and 16 communicate 
using the selected frequency for that frame 22. When the 
next frame 22 begins, base station 12 and handsets 14 and 
16 communicate using a new selected frequency. In one 
embodiment, frame length 24 is ten milliseconds, thus the 
frequency being used changes every ten milliseconds. 

FIGURE 3 is a diagram of one embodiment of 
subdividing the ISM band for a frequency hopping cordless 
telephone system. The ISM band used in this embodiment 
extends from 2.4 GHz to 2.4835 GHz. As mentioned, the 
FCC defines requirements for use of frequencies within 
the ISM band. For example, within a 30 second period, 
the regulations limit the maximum length of time that a 
system can use one frequency to 0.4 seconds. Thus, the 
total available frequencies needs to include seventy-five 
or more frequencies. In the embodiment of FIGURE 3, this 
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range is divided into twelve subsets 30 , and each subset 
30 is divided into eight channels 32. Each channel 32 is 
then associated with one of ninety-six frequencies 34 
defined within and equally subdividing the ISM band. 
Frequencies 34 then provide a set of frequencies from 
which the frequency hopping scheme can select for each 
frame 22. 

The frequency hopping scheme, in addition to 
selecting frequencies, also needs to implement a scheme 
for avoiding bad frequency subsets. For example, a PCS 
microwave tower may interfere with frequencies in the ISM 
band in a particular region. Thus, cordless telephone 
system *10 would not want to use those frequencies. One 
way to avoid such bad frequency subsets is to block their 
selection. By dividing the ISM band into ninety-six 
frequencies, the embodiment of FIGURE 3 provides 
sufficient frequencies to allow bad frequencies to be 
blocked while keeping the number of available frequencies 
above the seventy-five frequency threshold. For example, 
there is freedom to avoid using the frequencies within 
two subsets 30 without dropping below the seventy-five 
frequency threshold . 

Within a cordless telephone system, a frequency 
hopping scheme can address a number of implementation 
problems. For example, the frequency hopping scheme 
should be consistent across base stations yet attempt to 
ensure that adjacent base stations do not select the same 
frequencies and interfere with one another. This means 
that the frequency selection process needs to be both 
predictable (so handsets can lock with any base station) 
and variable (so base stations operate at different 
frequencies) . Also, the frequency hopping scheme should 
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attempt to avoid selecting and using bad frequency 
subsets due to interference or other problems. Further, 
the frequency hopping scheme should react to interference 
by separating the frequencies selected by a base station 
from possible interference by other base stations. 

FIGURE 4 is a state diagram of one embodiment of a 
method for avoiding bad frequency subsets in a frequency 
hopping cordless telephone system. The method of FIGURE 
4 can be implemented by a base station to enhance 
selection of frequencies for the air interface quality by 
avoiding bad frequency subsets. As mentioned above with 
respect to FIGURE 3, one embodiment of a frequency 
hopping cordless telephone system defines twelve 
different subsets for grouping channels within the ISM 
band. The method of FIGURE 4 operates to select for use 
the current best ten out of the twelve available subsets 
and to block the remaining two subsets. Thus, in this 
embodiment, the system uses ten subsets, except during 
subset substitution as is described below with respect to 
FIGURES 5 and 6. 

In general, the method of FIGURE 4 involves a number 
of steps in the selection of which subsets to block and 
uses two error counters associates with each subset. The 
first error counters for each subset are compared and 
cleared every second. The second error counters are 
checked and reset every five seconds. Consequently, the 
first error counters can be referred to as the short-term 
error counters, and the second error counters can be 
referred to as the long-term error counters. In this 
embodiment, both the short-term and long-term error 
counters are incremented if any of the following 
conditions are met: (a) bad packet data, indicated by a 
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bad synchronization word; or (b) bad cyclic redundancy 
code (CRC) . Substitution of currently blocked subset for 
a currently active subset is then performed if either of 
the following conditions are met: (a) in a one second 
period any of the short-term error counters for an active 
subset has a count that is greater than nine; or (b) in a 
five second period any of the long-term error counters 
for an active subset has a count greater than the count 
for one of the blocked subsets. Further, in this scheme, 
every five seconds the error count for each of the 
blocked subsets is reduced by 2.5%, This reduction is 
repeated up to six times until the error count is equal 
to 85% "of the original value (i.e., 100% - 6 x 2.5% = 
85%) . 

Specifically, the embodiment of FIGURE 4 implements 
the method using a state machine having five states. 
Initially, the method is in an idle state 40 in which the 
method for avoiding bad frequency subsets is inactive . 
When frequency selection is initiated, the method then 
moves to an init state 42. In init state 42, the short- 
term and long-term error counters and data relating to 
blocked subsets are initialized. Each short-term counter 
can be an eight bit counter that is cleared every second, 
while each long-term counter can be a sixteen bit counter 
that is cleared every five seconds. As mentioned, there 
is a pair of counters associated with each subset. The 
data relating to the blocked subsets stores information 
about each of the blocked subsets and the error count. 
This data can be updated when there is a new subset to be 
blocked. Init state 42 is used once, and the method 
moves to a counting state 44. 
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There are two components to counting state 44. The 
first is the monitoring of the air interface quality for 
errors in active subsets, and the second is the timing of 
one and five second intervals for counting errors in 
active subsets. The third component is an evaluation 
whether any of the short-term error counters is greater 
than a defined threshold (e.g., a count of nine). The 
method moves directly to a changing state 4 6 if any of 
the short-term error counters is greater than the 
threshold, otherwise the method remains in counting state 
44 until five seconds have passed. At the end of five 
seconds, the method moves to an evaluation state 48 and 
evaluates whether there is a blocked subset to be 
substituted for an active subset based upon the long-term 
error counters. In evaluation state 48, the long-term 
error counters are compared. If the count for an active 
subset is greater than that for a blocked subset, then 
the data relating to blocked subsets is updated to 
reflect a substitution, and the method moves to changing 
state 46. 

In changing state 46, a blocked subset is made 
active and an active subset is blocked. The active 
subset to be blocked is either one that had a short-term 
error count greater than the threshold (from counting 
state 44) or one that had a long-term error count greater 
than one of the blocked subsets (from evaluation state 
48). Changing state 46 results in the substitution of 
the blocked subset for the active subset and returns to 
counting state 44. This substitution process needs to be 
seamless to avoid loss of synchronization. Further, 
during the substitution process, a scheme can be 
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implemented for shifting frequencies to avoid base 
station interference. 

FIGURE 5 is a diagram of one embodiment of shifting 
frequencies to avoid base station interference in a 
frequency hopping cordless telephone system. Because 
base stations within a cordless telephone system are 
likely to implement the same frequency hopping and bad 
frequency avoidance schemes, collisions can occur and 
persist. The subset or frequency shifting of FIGURE 5 
avoids these collisions which can occur when two or more 
base stations use the same channel at the same time. As 
mentioned above, in one embodiment, the base station's 
frequency hopping scheme cycles through ten active 
subsets before repeating a subset. The subset or 
frequency shifting is implemented by having the system 
cycle through eleven subsets instead of ten for a certain 
time when a collision occurs. 

As shown in FIGURE 5, the base station being shifted 
can implement one additional hop after the normal ten 
hops. As a result, the shifted system breaks the period 
of the use of the subset. For example, without shifting, 
Subset 1 would appear at hop numbers 1, 11, 21 and so on. 

With shif ting using ah "additional subset hop, "Subset 1" 
is shifted to hop numbers 12, 23 and so on. Thus, in 
this scheme, Subset 1 is shifted with a rate of 1/10. As 
should be clear, using eleven subsets for five cycles 
would shift Subset 1 to fall in the middle of the 
position it would otherwise occupy. This can be 
considered to be an optimal shift to avoid base station 
interference . 

This subset shifting can be implemented as part of 
the above method for avoiding bad frequency subsets. In 
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particular, subset shifting can be integrated as part of 
subset substitution in the changing state. Thus, both 
the newly active blocked subset and the to-be-blocked 
active subset can be used for a defined period of time to 
increase the number of subset hops and accomplish subset 
shifting. 

FIGURE 6 is a state diagram of one embodiment of a 
method for this shifting of frequencies to avoid base 
station interference in a frequency hopping cordless 
telephone system. In this embodiment, subset shifting is 
implemented as part of the subset substitution of the 
method of FIGURE 4. As shown in FIGURE 6, subset 
shifting can be implemented by a state machine having an 
init state 50, a releasing state 52, a waiting state 54 
and a changing state 56. 

During waiting state 54, the system hops using 
eleven subsets, and subset shifting is taking place. In 
this process, information relating to blocked subsets can 
be stored (e.g., as a variable), and the base station can 
broadcast the information to the handsets. The handsets 
need to receive this broad cast information before the 
system hops to the subset that is related to the 
information. This is applied for both reusing a blocked 
subset as well as blocking the active subset. During 
init state 50, the method determines the subset number 
where the subset blocking information is updated. An 
algorithm is implemented such that the subset blocking 
information is updated while the subset following the 
blocked subset to be released is used. For example, 
Subset 10 might be a blocked subset that will be 
released. Assuming the hop sequence is 8; 9, 10, 11 and 
so on, then the system waits until Subset 11 before 
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removing the information about Subset 10 from the subset 
blocking information. After init state 50, the method 
moves to releasing state 52. 

In releasing state 52, the method waits until the 
subset blocking information can be updated. After the 
blocked subset is released, the method moves to waiting 
state 54, and the system hops with eleven subsets. A 
counter can then be initialized to allow the use of the 
eleven subsets for a defined period of time (e.g., fifty 
hops) within waiting state 54. As soon as the system 
completes the defined period of time hopping with eleven 
subsets, then the active subset to-be-blocked is blocked, 
in changing state 56, by updating the subset blocking 
information. This method of releasing can also be 
implemented to maintain synchronization. As should be 
understood, after the defined period of time (e.g., fifty 
hops) with eleven subsets, the subsets have been shifted 
(e.g., by five subsets) from the position they would 
otherwise occupy. As also should be understood, other 
implementations can use different numbers of active 
subsets and hops during the defined shifting period. 

Although the present invention has been described in 
detail,' it should be~ understood' that" various changes'," 
substitutions and alterations can be made thereto without 
departing from the spirit and scope of the invention as 
defined by the appended claims. 
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WHAT IS CLAIMED IS: 

1. A system for avoiding bad frequency subsets in 
a frequency hopping cordless telephone system, the system 
comprising: 

a plurality of handsets; and 

a base station communicating with the handsets using 
frequencies selected from active frequency subsets, the 
base station avoiding bad frequency subsets by: 

monitoring an air interface between the base 
station and the handsets for errors in active frequency 
subsets; 

counting errors in each active frequency subset 
during 'a short-term interval using an associated short- 
term error counter and during a long-term interval using 
an associated long-term error counter; 

evaluating, after each short-term interval, 
whether any of the short-term error counters has a value 
that is greater than a defined threshold; 

evaluating, after each long-term interval, 
whether any of the long-term error counters has a value 
greater than an error count for a blocked frequency 
subset; and 

substituting a blocked frequency subset for an 
active frequency subset if an associated short-term error 
counter is greater than the defined threshold or if a 
long-term error counter is greater than the error count 
for a blocked frequency subset. 

2. The system of Claim 1, wherein the base station 
can initialize the short-term error counters, the long- 
term error counters and data relating to blocked 
frequency subsets and associated error counts. 




3. The system of Claim 1, wherein counting errors 
comprises incrementing the short-term error counters and 
the long-term error counters based upon bad packet data, 
indicated by a bad synchronization word, and based upon 
bad cyclic redundancy checks, 

4. The system of Claim 1, wherein the short-term 
interval is one second, and the long-term interval is 
five seconds. 

5- The system of Claim 4, wherein each short-term 
counter is an eight bit counter that is cleared every 
second, while each long-term counter is a sixteen bit 
counter that is cleared every five seconds. 

6. The system of Claim 5, wherein substituting is 
accomplished by updating the data storing information 
about the blocked frequency subsets to reflect a 
substitution. 

7. The system of Claim 1, wherein evaluating 
-whether any of the long-term error counters has a value 
greater than the error count for a blocked frequency 
subset comprises reducing the error count after each 
long-term interval for a defined number of long-term 
intervals . 

8. The system of Claim 1, wherein there are twelve 
frequency subsets of which ten are active and two are 
blocked. 



9, The system of Claim 8, wherein the twelve 
frequency subsets each comprise eight frequencies from 
frequency band divided into ninety-six frequencies. 

10. The system of Claim 9, wherein the frequency 
band is an ISM band from 2.4 GHz to 2.4835 GHz . 



11. A method for avoiding bad frequency subsets in 
a frequency hopping cordless telephone system, the method 
comprising: 

monitoring an air interface between a base station 
and handsets for errors in active frequency subsets; 

counting errors in each active frequency subset 
during a short-term interval using an associated short- 
term error counter and during a long-term interval using 
an associated long-term error counter; 

evaluating, after each short-term interval, whether 
any of the short-term error counters has a value that is 
greater than a defined threshold; 

evaluating, after each long-term interval, whether 
any of the long-term error counters has a value greater 
than an error count for a blocked frequency subset; and 

substituting a blocked frequency subset for an 
active frequency subset if an associated short-term error 
counter is greater than the defined threshold or if a 
long-term error counter is greater than the error count 
for a blocked frequency subset. 

12. The method of Claim 11, further comprising 
initializing the short-term error counters, the long-term 
error counters and data relating to blocked frequency 
subsets and associated error counts. 

13. The method of Claim 11, wherein counting errors 
comprises incrementing the short-term error counters and 
the long-term error counters based upon bad packet data, 
indicated by a bad synchronization word, and based upon 
bad cyclic redundancy checks. 
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14. The method of Claim 11, wherein the short-term 
interval is one second, and the long-term interval is 
five seconds. 

15. The method of Claim 14, wherein each short-term 
counter is an eight bit counter that is cleared every 
second, while each long-term counter is a sixteen bit 
counter that is cleared every five seconds. 

16. The method of Claim 11, wherein substituting is 
accomplished by updating the data storing information 
about the blocked frequency subsets to reflect a 
substitution. 

17. The method of Claim 11, wherein evaluating 
whether any of the long-term error counters has a value 
greater than the error count for a blocked frequency 
subset comprises reducing the error count after each 
long-term interval for a defined number of long-term 
intervals. 



18. The method of Claim 11, wherein there are 
twelve frequency subsets of which ten are active and two 
are blocked. 

19. The method of Claim 18, wherein the twelve 
frequency subsets each comprise eight frequencies from a 
frequency band divided into ninety-six frequencies. 

20. The method of Claim 19, wherein the frequency 
band is an ISM band from 2.4 GHz to 2.4835 GHz. 
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